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Learning Outcomes

At the end of this lecture, you should be able to:
• identify what the digital divide is, what are its causes and effects, and how to 

reduce its effects in affected communities
• understand the importance of keeping personal data confidential, how it can be 

exploited, and preventive measures to safeguard personal data
• understand the need for copyright legislation and always acting ethically
• identify the different types of software licensing
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The Digital Divide

Digital divide refers to the gap between those people who can access modern 
technology and information and those with restricted or no access.
• initially referred to use of computers, but now extended to include use of 

telecommunications and internet
• can be caused by an inability of certain groups to access hardware or software or 

both

Note: infrastructure (in IT) refers to hardware, software and equipment used to 
provide IT services (e.g., installation of electric cables for enabling electricity supply, 
installation of fiber optic cables for high-speed broadband)
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The Digital Divide

The digital divide exists between the following groups of people:
• people living in cities and those in rural areas
• more and less industrially developed or technologically aware nations
• well-educated people and less well-educated people
• older people and younger people
• rich people and poor people
• people with disabilities and the non-disabled
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The Digital Divide: Causes

• Geography
• same country: due to lack/expense of infrastructure in rural areas
• different countries: less economically developed countries (LEDCs) lack effective 

infrastructure compared to more economically developed countries (MEDCs)
• better developed nations tend to have a better chance of access to the latest technologies 

(e.g., high-speed access internet)

• Fear of IT/Education
• caused either through lack of education in IT skills and knowledge, or because of age (older 

individuals may be less likely to be familiar with IT)
• difficulty in using/learning about IT devices ⇒ people fear them, tend to stick with what 

already is familiar to them
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The Digital Divide: Causes

• Economics
• more industrially developed areas vs. less industrially developed areas
• as technological advances are made, every new innovation tends to be more expensive than 

its predecessor, at least in short term
• lack of incentive to develop solutions for poorer people, because this would not result in 

same level of profit

• Disabilities
• lack of options or opportunities for disabled people to use technology
• people with disabilities may be unable to access IT if it has not been designed with everyone 

in mind
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The Digital Divide: Effects

• Health
• unequal access to current information on the world wide web relating to health
• less affluent demographics may also be unable to afford new technology that can be used to 

ease difficult procedures or enable tasks that were considered impossible

• Education
• digital divide in education is more likely to depend on the quality of broadband available
• students are expected to have a new academic literacy in the current digital educational 

environment (i.e., those involving accessing web-based course resources, using online 
resources like spelling and grammar checkers efficiently, participating in online discussions, 
downloading module resources, uploading assignments, etc.)

• more educated people are more likely to be able to better utilize the internet and computers 
in their lives compared to less educated people

• lack of digital literacy makes it difficult to access digital services (i.e., in health, further 
education, online booking systems, online banking, online shopping, access to news, 
government websites, etc.) 7



The Digital Divide: Effects

• Job Opportunities
• most modern world jobs require IT skills as pre-requisite for employment
• schools in poor and rural areas in some developing countries often struggle to have enough 

computers to provide courses to teach IT skills to students
• lack of digital literacy can cost employment chances and/or opportunities for higher wages
• no avenue to social networking sites (e.g., LinkedIn) – disadvantage in finding various job 

opportunities

• Social Interaction
• social networking websites play a role in making communication and staying in touch with 

friends and relatives much easier, also allows making of new friends
• BASICALLY, those who lack internet access lose out on these opportunities
• creates the possibility of social inconsistencies between communities with internet access 

and those who do not
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The Digital Divide: Effects (Other Uses)

• Online Booking Systems
• instrumental for holiday/vacation planning
• advanced booking (may be cheaper than later booking periods)

• Online Banking
• carry out transactions via smartphone as an alternative to visiting rural branches (becoming 

scarce, or it's hard to visit)

• Online Shopping
• businesses/commercial organizations with only brick-and-mortar stores find it increasingly 

difficult to compete with those that are completely digital
• shopping online tends to be more convenient (and is sometimes cheaper to buy stuff online)
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The Digital Divide: Effects (Other Uses)

• Access to News
• transition from newspapers (hard-copy media) to online media
• those without internet access will have limited access to latest news

• Government Websites
• people without access and/or skills to use the internet will find it hard to do anything on 

government websites
• some tasks include to:

• obtain information on statistics and government research
• download government forms or applications
• find information about government sponsorships and visas
• pay fines online or apply for government benefits
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The Digital Divide: Narrowing the Gap

Effects of the digital divide can be reduced by carrying out the following (but not 
limited to):
• enable faster and cheaper access to the internet
• community teaching programs/digital skills and digital literacy courses to teach 

older people/the underprivileged on how to use advanced technology
• giving cheap computers/laptops to school children from poor backgrounds
• setting up cyber cafés in rural areas
• providing overseas aid to poor countries to purchase the technology
• governments providing incentives for rural projects and initiatives in local 

government education systems
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E-SECURITY

Personal Data
The European Union (EU) defines personal data as follows:

"Personal data is any information that relates to an identified or identifiable living individual. 
Different pieces of information, which collected together can lead to the identification of a particular 

person, also constitute personal data."

This means that the following can be classed as personal data:
• any data that can be used to identify/recognize somebody
• any data which can be reconstituted so that it does enable an individual to be 

identified (regardless of being de-identified, encrypted, or pseudonymized)
If the data has been amended to make it appear anonymous such that it is 
impossible to recognize the individual, then it is no longer classed as personal data.
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E-SECURITY

Personal Data
• De-identification: removal of personal data items from a record (e.g., name)
• Pseudonymized data: personal data items are replaced with a temporary ID 

instead of being removed (e.g., ID replacing name)
• Encryption: a method of scrambling data so that only authorized people can 

understand the information

13



E-SECURITY

Keeping Personal Data Confidential
It is important for organizations/companies to keep personal data confidential to 
prevent identity theft.
• Identity theft is when a fraudster pretends to be another individual online by 

using that individual's personal information.
• Fraudsters who have access to an individual's personal data can use their login 

credentials to access bank accounts or commit other types of fraud, while under 
the guise of being that individual.
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E-SECURITY

Keeping Personal Data Confidential
Methods that can be taken to keep personal data confidential include:
• data encryption – unrecognizable to those illegally accessing the data, no information 

can be gained
• data protection acts – rules organizations must stick to in order to protect data
• provide a duty of confidence

• a way for organizations to encourage workers to be aware of their responsibilities (instruction to 
treat the information is confidential)

• only pass on the least amount of information that could identify an individual
• personal information should not be passed from organization to organization
• anonymizing information: simply not mentioning a person by name

• do not put up too much personal data on social media
• employers do background checks on potential employees via social media profiles – reputation at 

stake?
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E-SECURITY

Keeping Personal Data Secure
• Firewalls – designed to prevent unauthorized network access
• Penetration testing

• penetration test (pen test): when companies employ a third party (white hackers) to 
deliberately attack their own network

• Authentication techniques (examples)
• two-factor authentication (2FA)/multi-factor authentication (MFA): multiple forms of 

authentication used concurrently (e.g., password and OTP)
• biometric authentication: uses a unique physical characteristic of the user (e.g., iris, 

fingerprint)

• Levels of access
• only show what you allow/want different user groups to see (e.g., online shopping websites: 

regular users only see available listings, sellers can see available and unlisted listings)
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E-SECURITY

Keeping Personal Data Secure
• Network policies

• a set of rules that allow companies to choose who is allowed to access their computer 
network and control their use of the network once they have gained access

• can place a limit on what employees might be tempted to do with personal data

• Software updates
• often made available for different types of application software
• although useful from eliminating bugs and making the software easier to use, their most 

useful function is when they eliminate specific security weaknesses
• operating systems and antivirus software tend to be the main types of software that need 

regular updating
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E-SECURITY

Preventing Misuse of Personal Data
• Pharming

• when an unauthorized user installs malicious code on a person's computer/server
• malicious code is designed to redirect users to a fake website when they type in the address of a 

legitimate one
• common technique used: domain name server (DNS) cache poisoning – exploits vulnerabilities in 

DNS and diverts internet traffic intended for a legitimate server towards a fake one instead
• prevention method examples: antivirus software, software updates, up-to-date browsers, 

checking digital certificates

• Phishing
• when fraudsters try to obtain personal banking details such as usernames, passwords, and credit 

or debit card details via e-mail
• e-mail often includes a spoofed link and a(n) sketchy/outlandish story (with grammatical errors)
• prevention method examples: anti-phishing software
• best policy: Just never click on such links.
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E-SECURITY

Preventing Misuse of Personal Data
• Smishing

• similar to phishing, but uses SMS (text messages) instead of e-mail
• best policy similar to phishing, plus check to validate phone numbers from official sources

• Vishing
• portmanteau of 'voice' and 'phishing'
• practice of making a phone call in order to get someone to divulge their personal or banking 

details
• good practices: try calling them back via official numbers, do not give out login information 

(banks should not need to do this)
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E-SECURITY

Malware
Malware (i.e., malicious software) is the general term for computer programs 
created deliberately to cause damage or disruption or gaining access to a computer 
without the owner's permission.
Types of malware:
• virus

• a type of malware that is designed to spread from one computer to another
• some can delete/corrupt data while others remain dormant until an opportune time arises

• trojan horse ('Trojan')
• malicious computer program used to hack into a computer
• name is a reference to an ancient story where Greek soldiers used a wooden horse to deceive 

the Trojans into thinking it was a peace offering
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E-SECURITY

Malware
• worm

• similar to viruses that they replicate themselves (mostly to simply occupy space endlessly)
• symptoms include reduction in speed and performance, and files going missing or new files 

appearing

• spyware
• designed to collect information about a user's activities without their knowledge
• can be used to collect web browsing habits, messages, listen to keystrokes, etc.

• adware
• mainly purposed to generate income for the originator or creator of the software
• normally downloaded with free software without the user's knowledge
• can often cause unrequested advertisements to be displayed in browser when accessing the 

internet

21



E-SECURITY

Malware
• rootkit

• designed to install a set of tools in a computer which allows the attacker to have remote access to 
that computer continuously

• gives continuous privileged access to a computer and hides its presence deep within the operating 
system

• malicious bots (i.e., bots)
• bots (internet robots) perform tasks that are normally undertaken by a person
• botnet: replicates itself and is designed to feed back to a server
• e.g., botnets can be used to gather information from websites (like e-mail addresses from a server 

to generate spam)
• ransomware

• blocks access to user's data until a ransom is paid (encrypts user's files)
• alternative approach is to threaten to publish user's data
• can be downloaded via phishing e-mails

22



E-SECURITY

Malware
How malware is used:
• computer fraud

• involves using a computer to take or alter electronic data, or to gain unlawful use of a 
computer or system to illegally benefit financially

• industrial espionage
• spying directed towards discovering the secrets of a rival manufacturer or other industrial 

company (usually theft of business trade secrets)

• computer sabotage
• making deliberate attacks which are intended to cause computers or networks to cease to 

function properly
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E-SECURITY

Prevention of Malware
• use of antivirus/antimalware software
• companies to develop and implement antimalware policies; ensure they are 

applied across the organization
• keep operating systems and browser software up to date
• ensure that access to a website is encrypted (i.e., using HTTPS) and has a valid 

digital certificate
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Computer Ethics

Computer ethics is a set of principles set out to regulate the use of computers.

3 factors to consider:
• intellectual property rights (e.g., copying of software without owner's permission)
• privacy issues (e.g., hacking or any illegal access to another person's personal 

data)
• effects of computers on society (job losses, social impacts, etc.)
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Professional Ethical Bodies

There are several professional representing individual working in the fields of 
computing and information technology that have developed their own codes of 
conduct, to which members are expected to adhere.

• British Computer Society (BCS) – set up in UK
• initially to represent rights and ethical practices of all professionals working in IT & 

computing industries

• The Institute of Electrical and Electronics Engineers (IEEE) – set up in USA
• raising awareness of ethical issues
• promoting ethical behavior among professionals working in the electronics industry
• ensuring engineers and scientists respect the need for ethical behavior
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BCS Code of Conduct

The BCS Code of Conduct covers 4 main areas:
• The Public Interest
• Professional Competence and Integrity
• Duty to Relevant Authority
• Duty to the Profession

You can read the full document here: 
https://www.bcs.org/media/2211/bcs-code-of-conduct.pdf
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IEEE Code of Ethics

IEEE has also set out a code of ethics to help their aims. Members of the IEEE must 
commit agree to the following:
• hold paramount the safety, health, and welfare of the public, to strive to comply 

with ethical design and sustainable development practices, and to disclose 
promptly factors that might endanger the public or the environment
• avoid real or perceived conflicts of interest whenever possible, and to disclose 

them to affected parties when they do exist
• be honest and realistic in stating claims or estimates based on available data
• reject bribery in all its forms
• improve understanding by individuals and society of the capabilities and societal 

implications of conventional and emerging technologies, including intelligent 
systems

(continued on next slide)
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IEEE Code of Ethics (cont'd)

• maintain and improve their technical competence and undertake technological 
tasks for others only if qualified by training or experience, or after full disclosure 
of pertinent limitations
• seek, accept, and offer honest criticism of technical work, to acknowledge and 

correct errors, and to credit properly the contributions of others
• treat everyone fairly and not discriminate based on race, religion, gender, 

disability, age, national origin, sexual orientation, gender identity, or gender 
expression
• avoid injuring others, their property, reputation, or employment by false or 

malicious action
• assist colleagues and co-workers in their professional development and support 

them in following this code of ethics
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ACM Software Engineering Code of Ethics

Jointly with the Association for Computing Machinery (ACM), the IEEE has also 
developed a set of 8 principles which govern the code of ethics specifically among 
software engineers.
• ensures all engineers meet an acceptable and consistent code of ethics

Abridged version is on next slide, full version can be found at:
https://www.computer.org/education/code-of-ethics
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ACM Software Engineering Code of Ethics 
(Abridged)
• PUBLIC: Software engineers shall act consistently with the public interest.
• CLIENT & EMPLOYER: Software engineers shall act in a manner that is in the best 

interests of their client and employer consistent with the public interest.
• PRODUCT: Software engineers shall ensure that their products and related modifications 

meet the highest professional standards possible.
• JUDGMENT: Software engineers shall maintain integrity and independence in their 

professional judgment.
• MANAGEMENT: Software engineering managers and leaders shall subscribe to promote 

an ethical approach to the management of software development and maintenance.
• PROFESSION: Software engineers shall advance the integrity and reputation of the 

profession consistent with the public interest.
• COLLEAGUES: Software engineers shall be fair to and supportive of their colleagues.
• SELF: Software engineers shall participate in lifelong learning regarding the practice of 

their profession and shall promote an ethical approach to the practice of the profession.
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Impact of Software/Hardware Developed on 
General Public
While software engineers and scientists consider the Software Engineering Code of 
Ethics, the impact on the general public cannot be ignored.
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Impact of Software/Hardware Developed on 
General Public
Other issues which can affect the general public and businesses include:
• companies selling software systems which do not meet the required standard for 

security (inadequate protection against hacking, spyware and other security issues)
• the covering up of security issues (such as the XEN security threat which forced several 

cloud servers to become compromised – an attempt was made to cover up the issue, but 
the affected cloud operators had to come clean)

• the release of private data (such as the celebrity photo leaks, when a cloud server was 
hacked)

• social media not policing subversive activity, such as hate mail and cyber bullying. Such 
activity is undergoing close scrutiny by several countries around the world

• search engines giving results at the top of the search due to donations to the search 
engine operators.
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Software Copyright and Privacy

Software is protected by copyright laws in much the same way as music CDs, videos and 
articles from magazines and books are protected. 
When software is purchased, there are certain rules that must be obeyed:
• It is illegal to make a software copy and sell it or give it away.
• Software cannot be used on a network or used on multiple computers without a multi-

use license.
• It is illegal to use coding from copyrighted software in your own software, and then pass 

this software on or sell it as your own without the permission of the copyright holder.
• It is illegal to rent out a software package without permission to do so.
• It is illegal to use the name of a copyrighted software on other software without 

agreement to do so.
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Software Copyright and Privacy

Software piracy (making illegal copies of software) is a major issue among software 
companies. They take many steps to stop the illegal copying of software and to stop illegal 
copies being used once they have been sold:
• When software is being installed, the user will be asked to key in a unique reference 

number or product key (a string of letters and numbers) which was supplied with the 
original copy of the software (e.g., 4a3c 0efa 65ab a81e).

• The user will be asked to click a button or box which states they agree to the license 
agreement before the software continues to install.

• The original software packaging often comes with a sticker informing the purchaser that 
it is illegal to make copies of the software; the label is often in the form of a hologram 
indicating that this is a genuine copy.

• Some software will only run if the CD-ROM, DVD-ROM or memory stick is actually in the 
drive; this stops illegal multiple use and network use of the software.

• Some software will only run if a dongle is plugged into one of the USB ports.
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Digital Rights Management (DRM)

Digital rights management (DRM) was originally set up to control what devices a 
CD could play on. (e.g., preventing a CD from playing on a computer would help 
stop it being copied illegally)
• has since been updated to cover more areas

• done by using protection software to help stop the copying of, for example, music tracks, 
video files or e-books

• creates restrictions that control what the users can do with the data
• e.g., music file can be streamed online but cannot be copied, e-book can be read on tablets 

only, game requiring internet connection to a certain website to work

• aim of DRM: ensure that any attempt made to break the copyright protection will 
produce a defective copy which will not work
• product protected by DRM may come with a license key
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Software Licensing

We will cover the following types of software licensing:
• Commercial Software
• Open-Source Software
• Freeware
• Shareware
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SOFTWARE LICENSING

Commercial Software
Commercial software is software that is available to customers for a fee, providing 
a license for one genuine copy to be used on a single device, or multiuse license for 
multiple users.
• occasionally offered free of charge (FOC) if an earlier version was bought by the 

user
• fully copyright-protected; none of the code can be used without prior consent of 

the copyright owner
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SOFTWARE LICENSING

Open-Source Software
Open-source software is software that has the source code freely available.
• e.g., F-spot (photographic manager), Scribus (DTP/word processor) and 

LibreOffice (office suite)
• users can follow the four freedoms:

• run the software for any legal purpose they wish
• study the program source code and modify it where necessary to meet their needs
• redistribute copies of the software to friends and family
• distribute code modified by the user to friends and family

Users do not need to seek permission to do the above since the software is not 
protected by copyright restrictions.
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SOFTWARE LICENSING

Open-Source Software
However, there are still some rules that the user must adhere to. User cannot
• add source code from another piece of software unless this is also described as 

free software or open-source software
• use the source code to produce software which copies existing software which is 

subject to copyright laws
• adapt the source code in such a way that it infringes copyright laws protecting 

other software
• use the source code to produce software which is deemed offensive by third 

parties
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SOFTWARE LICENSING

Freeware
Freeware is a software a user can download from the internet free of charge. 
• no fees associated with using the software
• unlike open-source software, freeware is subject to copyright laws; users are 

often requested to tick a box to say they understand and agree to the terms and 
conditions governing the software
• means that users are not allowed to study or modify the source code in any way
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SOFTWARE LICENSING

Shareware
Shareware allows users to try out some software free of charge for a trial period. 
• after the trial period, software author will request for a fee if you wish to 

continue using it
• after fee is paid, a user is registered with the originator of the software; free updates and 

help are then provided

• trial version of the software is often missing some of the features found in the full 
version, and these do not become available until the fee is paid
• protected by copyright laws and users must not use the source code in any of 

their own software without permission
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Summary

This lecture has covered the following:
• Impact of IT
• The Digital Divide
• eSecurity
• Ethics and Ownership
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